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SUMMARY

SBC strongly urges the Commission to adopt J-STD-025, without modification,
as the appropriate technical standard for CALEA compliance. This standard already
reflects compromises reached between the telecommunications industry and law
enforcement. Moreover, it protects to the extent envisioned by Congress the privacy
rights of individuals.

The purpose of CALEA was to permit law enforcement the same capabilities as it
employed prior to CALEA's passage in relation to evolving technologies. In determining
the proper parameters of the Act, Congress carefully balanced the concerns of law
enforcement with individuals' rights to be protected from unwarranted invasions of
privacy. This balance the industry has attempted to preserve is the interim industry
standard.

The inclusion of any of the punch list items proposed by the DOJ/FBI in the
technical standard adopted by the Commission would undercut Congressional intent and
distort the clear meaning of the Act. In each instance, the requested item exceeds the
parameters set by CALEA. Moreover, with regard to several of these features, the
provision of the information is not "reasonably available" as required by the Act. The
DOJ/FBI is seeking to circumvent Congress and have the Commission "interpret" the Act
so as to allow it greater surveillance latitude than Congress had determined was
justifiable. The inclusion of the punch list items in the technical standard by the
Commission would enable law enforcement to achieve that which was considered and

denied by Congress.

i Comments of SBC Communications Inc.
CC Docket No. 97-213
December 14, 1998




RECEIVED

DEC 141998
Before the FEDERAL COMMUNCATIONS COMMISSION
Federal Communications Commission OFFICE OF THE SECRETARY

Washington, D.C. 20554

In the Matter of

Communications Assistance for CC Docket No. 97-213

Law Enforcement Act

N’ N N’ N’

COMMENTS OF SBC COMMUNICATIONS INC.

SBC Communications Inc. files these comments, on its behalf and on behalf of its
subsidiaries, (collectively referenced as "SBC") in response to the Further Notice of
Proposed Rulemaking, released November 5, 1998 in the above captioned docket
("Further Notice") with respect to the technical standard to be adopted in fulfilling to the
assistance capability requirements of the Communications Assistance for Law
Enforcement Act ("CALEA" or "the Act"). Generally, the Further Notice seeks further
comment related to the industry interim standard, J-STD-025, in light of matters raised in
Petitions for Rulemaking filed by the Cellular Telecommunications Industry Association
("CTIA™), the Center for Democracy and Technology ("CDT"), the Department of
Justice/Federal Bureau of Investigation ("DOJ/FBI") and the Telecommunications
Industry Association ("TIA"), respectively. SBC continues to assert that the capabilities
sought by the DOJ/FBI far exceed the parameters of CALEA and pose significant risks in
relation to privacy rights. In addition, unless the DOJ/FBI affirmatively commits that it
will reimburse the carriers for CALEA-related costs and follows through with this
commitment, the cost burden related to compliance must, by necessity, be passed through

to ratepayers to the extent allowed. To date, the DOJ/FBI, as evidenced by its cost
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recovery rules, has sought to evade, rather than assume this obligation. These arguments
and comments related to matters raised by the Commission are set forth below.
L BACKGROUND

Section 103 of CALEA sets forth four "assistance capability requirements” which
carriers must meet to comply with the CALEA dictates. Section 107(a)(2) allows that if a
carrier, manufacturer or support service provider complies with publicly available
technical requirements or standards adopted by the industry association or standard-
setting organization, or by the Commission under Section 107(b), it has met the
requirements of Section 103 and/or 106 as applicable.! A party can seek the
Commission's involvement under Section 107 if the industry associations or standard-
setting organizations failed to issue a technical standard or requirements or if a
government agency or other person believed that the standard or the requirements issued
fails to meet the four general assistance capability requirements of Section 103. Upon the
filing of such a petition, the Commission is empowered to establish by rule the
appropriate technical standard, taking into consideration the following five factors:

- Does the standard meet the assistance capability requirements of Section 103 by
cost-effective means? ;

- Does the standard protect the privacy and security of communications not
authorized by CALEA to be intercepted? ;

- Does the standard minimize the cost of CALEA compliance on residential
ratepayers? ;

- Does the standard serve the policy of the United States to encourage the
provision of new technologies and services to the public? and;

! While carriers are required to meet the requirements of Section 103, manufacturers and
telecommunications support service providers are required by Section 106 to make
available to carriers the features and modifications necessary for carriers to comply with
the Section 103 requirements "on a reasonable timely basis and at a reasonable charge".
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- Does the standard provide a reasonable time and conditions for compliance with
and the transition to any new standard, including defining the obligations of
telecommunications carriers under Section 103 during any transition period?

Since 1995, the telecommunications industry has been attempting to reach a
compromise with the DOJ/FBI which would result in a standard consistent with the
language and intent of CALEA. Due to demands by the DOJ/FBI, which in the industry's
opinion and the opinion of certain public interest groups, exceed the scope of CALEA,
the industry was unable to develop a standard acceptable to law enforcement. Failing this
attempt, the industry, by a unanimous vote through the Telecommunications Industry
Association ("TIA"), adopted the industry interim standard, J-STD-025. It was, and
remains the position of the industry, that this standard meets the requirements of CALEA
and that compliance with this standard satisfies the "safe harbor" provision of
Section 107.

Prior to the release of the interim industry standard, the Cellular
Telecommunications Industry Association ("CTIA") filed a Petition for Rulemaking,
arguing that the standard setting process was deadlocked. This petition attached a copy
of what would eventually be designated as J-STD-025 and supported the adoption of this
standard as fulfilling the dictates of CALEA. A second Petition for Rulemaking was
filed by the Center for Democracy and Technology ("CDT") which argued that J-STD-
025 went too far in permitting location information capabilities and failed to protect the
privacy of packet-mode communications. CDT urged the adoption of a narrower
standard, contending that J-STD-025 was not "reasonably available" under the Act. The
third Petition for Rulemaking was filed by the DOJ/FBI which argued that the interim
industry standard fails to provide all of the communications content and call-identifying

information to which it believes it is entitled and further, fails to require the provisioning
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of this information within the time periods requested by law enforcement. The DOJ/FBI
set forth nine items (the "DOJ/FBI punch list") which it argued should be added to the
interim standard. The fourth and final Petition for Rulemaking was filed by the TIA
asking the Commission to resolve the dispute as to whether the interim standard is over-
inclusive as argued by the CDT or under-inclusive as argued by the DOJ/FBI.

In response to the numerous petitions for extension filed by various parties, the
date for compliance with the core features of CALEA was extended by the Commission
to June 30, 2000. The basis for this extension was that compliance with the assistance
capability requirements of Section 103 was not reasonably available by the prior October
25, 1998 date.

II. THE DEFINITION OF "REASONABLY AVAILABLE"

As the Commission has noted, in determining whether a specific technical
requirement meets the dictates of Section 103, it must determine whether the information
requested by law enforcement is "reasonably available”. In doing so, SBC encourages
the Commission to assess the following broad considerations: (1) the cost - e.g. is the cost
for one feature disproportionately more than the cost attributable to the other CALEA
features, jeopardizing the reimbursement to be received?; (2) the development period -
e.g. can the technology be developed quickly enough such that it can be deployed within
the legally prescribed period?; (3) the manufacturers' assessment of
technical/technological feasibility and platform implementation - e.g. can the feature be
deployed without requiring a wholesale redesign of the carrier's network? and; (4)
logistics - e.g. is the call-identifying information available in the carrier's switch?

In applying these factors in the context of CALEA, call-identifying information is

reasonably available if the information is present at an Intercept Access Point ("IAP") for
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call processing purposes and major modification to the switch to support this
functionality is not necessary. The IAP for this discussion's purpose is the central office
switch. Network protocols should not need to be modified solely for purposes of
providing call-identifying information. In addition, wholesale modifications to upstream
billing and service order operations support systems should not be mandated in order to
attain other information, such as customer name and address, that is not reasonably
available in the IAP switch. The specific elements of call-identifying information which
are reasonably available at the IAP are likely to vary dependent upon the different
technologies and will change as technologies change.
III. COST ANALYSIS

The Commission further requests detailed cost data related to the adding of a
feature to the carrier's network.> SBC has provided wireline carrier cost estimates which
will be included with other carriers' figures in the Comments to be filed by the United
States Telephone Association ("USTA") in this proceeding. The industry has worked
closely with manufacturers in an attempt to evaluate nationwide aggregate costs. Prior
conversion estimates were provided to Congress by Roy Neel, President and CEO of
USTA, in his testimony of October 23, 1997.> Mr. Neel testified that the interim industry
standard alone would cost approximately $1.2 billion dollars to implement. It is believed
by SBC that the inclusion of the DOJ/FBI punch list items in the standard would double
these costs. The $500 million established in CALEA for this purpose obviously will be

grossly inadequate.

2 Further Notice, 130.

3 Testimony of Roy Neel, President and CEO of USTA, before the Crime Subcommittee
of the House Judiciary Committee, October 23, 1997.
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However, the Commission must bear in mind that the cost information provided is
preliminary only. There exists far too many unknown variables to submit accurate
information. One of these unknown variables relates to whether the DOJ/FBI will fund
manufacturers' software costs for CALEA directly or whether the carriers will be
invoiced associated Right-To-Use ("RTU") fees. If required to pay these fees, carriers
could spend hundreds of thousands of dollars per switch on RTU fees alone. Given that
the number of switches impacted within SBC is likely to exceed 850, this variable
significantly effects the final cost figure.

Another significant unknown variable relates to the uncertainty concerning an
appropriate Call Content Channel/Call Data Channel provisioning model related to the
number of channels SBC will be required to deploy per switch. Despite repeated requests
for clarification by SBC and the industry, DOJ/FBI has still failed to provide the
information that would enable SBC to deploy the appropriate amount of capacity at each
switch. In addition, the proposed separated delivery also results in confusion related to
the projection of CALEA costs and the correct provisioning of CALEA capacity. This
factor alone could potentially double anticipated CALEA-related costs.

If dialed digit extraction is provided, costly tone receivers that would be dedicated
full-time for each surveillance must be added to our switches. This dramatically affects
our call content channel capacity costs. Without knowing the capacity requirements per
surveillance SBC cannot project CALEA costs accurately.

In determining the impact of CALEA related costs on residential ratepayers, the
answer lies with the willingness of law enforcement to bear the costs related to its
demands. As the cost recovery rules adopted by the DOJ/FBI illustrate, the DOJ/FBI is

unwilling to assume this obligation, even given the clear intent of CALEA that it do so.
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If law enforcement does not pay these CALEA-related costs, carriers may have little
choice but to pass these costs on to their ratepayers, if permitted to do so by law.

IV. TIMELINE FOR IMPLEMENTATION OF TECHNICAL
REQUIREMENTS

SBC is unable to comply with the Commission's request that it supply a projected
timeline for each technical requirement, setting forth the time needed to develop, test and
deploy it. To estimate the development and test time for each requirement would require
input from manufacturers that SBC has not requested. Although SBC has directed its
vendors to develop products which will conform with J-STD-025, it has not made any
requests with regard to the disputed features proposed by the DOJ/FBI. Thus, there is no
information currently available upon which to base an accurate timeline.

V. THE INTERIM INDUSTRY STANDARD, J-STD-025

A. CAPABILITIES OF J-STD-025 OPPOSED BY THE CDT

The Commission has determined to limit its review of the interim standard
whether the location information and packet-mode provisions currently included in the
standard and the nine punch list items sought by the DOJ/FBI which have not been
included meet the assistance capability requirements of Section 103. SBC believes that
the CDT's opposition to the provisioning of location information is based upon a
misunderstanding of the standard's requirements. J-STD-025 would have a carrier
identify the location of a subject's "mobile terminal" whenever the information is
reasonably available at the IAP and its delivery to law enforcement is legally authorized.
While a majority of the switch platforms are capable of determining the identification of
the cell sites for both the origination and termination of the call, some switch platforms in

use today cannot provide the identification of the cell site for the termination of the call
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when the call is handed over to a different Mobile Telephone Switching Office
("MTSO"). SBC believes that the location information encompassed by the interim
industry standard is call-identifying information under CALEA.

The interim standard also allows for law enforcement to access call-identifying
information and to intercept wire and electronic telecommunications, regardless if the
transmission is in circuit-mode or packet-mode. The CDT objects to the allowance of
packet-mode interception. Specifically, CDT is concerned that carriers are not required
to separate call content information from packets before their delivery to law
enforcement, when only call-identifying information is authorized for delivery.

The simple answer to this concern is that carriers cannot feasibly separate such
information such that carriers can provide separate packet headers only on call-
identifying information. This is because packet-mode communications, unlike more
traditional telecommunications services, operate by combining the call-identifying
information and the content in a single protocol data "packet", which are not separable
given the current competitive and service quality imperatives that the marketplace is
applying to data communications. Data traffic is growing at exponential rates, and all of
the industry's innovation is aimed at accelerating the processing and routing of data
packets in order to meet customers' demand for faster transmission times. Thus,
wherever possible, the routing of packets is being embedded in hardware or firmware,
and "self-routing"” techniques are being developed to bypass the current structure of using
software algorithms to examine each packet. These technical innovations, which
eliminate the software processing of data packets, will also eliminate the ability to
separate call-identifying information from data content without slowing down

transmission speeds so much that the service would be of little value to customers. Every
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data packet would have to be slowed down and broken apart, not only those subject to
surveillance orders, because there is no way to identify a packet by subscriber until it is
"read".

Other differences between packet communications and traditional
telecommunications also weigh heavily against any requirement that call-identifying
information be separated from packet content. Data networks, unlike their "POTS"
counterparts, have a large number of different interfaces, protocols, interconnection
architectures, etc. Many of these features are evolving rapidly, on a day-to-day basis, as
providers search for better, faster ways to serve their customers. Each of these different
structures would require its own set of standards to permit separation of packet content
form call-identifying information. Network configuration is another concern: there no
longer is any central point, such as the switch serving the surveillance target number,
where all of the call-identifying information is "known" and can be retrieved. Instead,
details such as calling and called number, time of call and time of disconnection are
established and recorded, if at all, only by non-network components such as users'
personal computers and privately-owned network servers. Coupled with the vastly
increased costs that packet separation would require, which costs would be embedded in
the prices of switches, routers and other network equipment, these facts amply
demonstrate that separating packet content from call-identifying information would not
be reasonably available. SBC agrees with the Commission's observation that the
imposition of any technical requirements on packet-mode communications is premature.

The compromise represented by J-STD-25 in this regard should not be disturbed.
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B. THE DOJ/FBI PUNCH LIST

1. General Comments

The interim industry standard was not developed in a vacuum, with disregard to
law enforcement's demands. Where feasible, the proposals of law enforcement were
incorporated into the standard. The interim standard already reflects a compromise on
the part of the industry, albeit not to law enforcement's total satisfaction. However, it
continues to be the position of SBC that two requirements have yet to be met by the
DOJ/FBI to support its demands for additional features beyond that which the interim
industry standard currently offers: (1) legal support for the contention that these features
are within the purview of CALEA and; (2) fair reimbursement for costs incurred to
implement these additional capabilities. Although the DOJ/FBI claims that its punch list
is "firmly rooted in the language, legislative history and policies of CALEA",

SBC and the industry have yet to see any evidence to this effect. No legal analysis to
support this broad claim has been presented. Instead, the DOJ/FBI would have the
Commission and the industry rely upon its unsubstantiated assurances.

Moreover, contrary to the assertions of the DOJ/FBI, the goal of CALEA's
assistance capability requirements is to ensure that the technical ability of law
enforcement to carry out electronic surveillance meets, rather than exceeds, law
enforcement's current surveillance capabilities. CALEA is intended to maintain law
enforcement's abilities to conduct surveillance in a rapidly evolving telecommunications
technology, not to grant law enforcement the authority to employ further invasive
measures in disregard of the provisions of the law and of individuals' privacy rights. In

its Committee Reports on CALEA, Congress made the following statement concerning
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the intended interpretation of the law:

"The Committee intends the assistance requirements in section 2602 [now 47

U.S.C. §10002] to be both a floor and a ceiling. The FBI Director testified that

the legislation was intended to preserve the status quo, that it was intended to

provide law enforcement no more and no less access to information than it had in
the past. The Committee urges against overbroad interpretation of the
requirements. The legislation gives industry, in consultation with law
enforcement and subject to review by the FCC, a key role in developing the
technical requirements and standards that will allow implementation of the
requirements. The Committee expects industry, law enforcement and the FCC to
narrowly interpret the requirements."
Each of the enhanced surveillance capabilities on the punch list represents a sharp
departure from these principles of CALEA interpretation.
2. Conference Calls Without "Target Party"” on Line.

The DOJ/FBI would have the Commission believe that Title III° permits a court-
ordered intercept of any communications "supported by" a target subject's equipment,
facilities or services, regardless of whether or not the target party, i.e. the party named in
the court order, is actually on the line. Accordingly, the DOJ/FBI maintains that Section
103 of CALEA requires carriers to provide the capability to monitor the conversations of
parties to a three-way or conference call with a farget after the target has dropped off the
line or place the other parties on hold. Yet, the DOJ/FBI has admitted that failure to
provide this capability "...does not amount to a reduction in the information that has been

available to law enforcement..." prior to CALEA.® J-STD-25 maintains the status quo,

and as such meets that which is required under CALEA.

* House Report 103-827, at pp. 22-23.
> 18 U.S.C. §2510, et seq.

§ Joint Petition for Expedited Rulemaking filed by the DOJ/FBI on March 27, 1998, 151,
page 30.
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Additionally, it should be noted that this capability would exceed the clear
language of Section 103(a)(1) of the Act, which requires that law enforcement be able to
intercept only communications fo or from equipment, facilities or services of a
subscriber. The interim standard also properly provides for delivery to law enforcement
of all communications that can be heard by persons using the target facilities.

Moreover, SBC agrees with AirTouch that this feature can be easily bypassed by
individuals seeking to evade surveillance and, as such, would be an ineffective, as well as
costly, feature. SBC further concurs with the position taken by TIA that this item would
expand beyond existing precedent the scope of Title III. Until now, the term "facilities"
in this context has pertained only to the subscriber's terminal equipment. There is no
viable justification beyond the wishes of the DOJ/FBI to ignore this interpretation.

Nor in all instances is the interception of a conference call reasonably available.
Only if the conferencing occurs within the parameters of an individual carrier's CALEA-
equipped switch is the interception of a call in which the subscriber has dropped off
reasonably available. However, interception of any other conference call outside this
scope is not likely to be reasonably available. While a carrier in these circumstances may
provide the information requested for a subscriber, it cannot always technically cover
parties outside the scope of the subscriber's switch.

3. Party hold, join, drop on conference calls.

This punch list item would permit law enforcement to require from a carrier
messages identifying the parties to a conference call conversation at any time. The party-
hold message would be provided when any party is placed on hold. The party-join
message would report the addition of a party to an existing call or the reactivation of a

held call. The party-drop message would report when a party to the call is released or
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disconnected and the call continues. SBC disputes the DOJ/FBI contention that this item
is necessary under CALEA. These messages will not indicate a party's participation in a
call. In addition, the information is not call-identifying information; "call-identifying
information" means the signals, pulses or tones that initially set up and direct a call, not
signals, etc. sent after a call is established. Nor is this information under all
circumstances reasonably available to the carrier. For example, a call placed on hold by a
party utilizing his customer premises equipment is not detectable at the carrier's switch.
Moreover, if the conference bridge is not within a single carrier's switch, the messages
are incapable of being sent.

It is unreasonable to place carriers in the position of having to monitor the
attendance of all parties to a call. Requiring carriers to provide on-going information
related to call participation clearly exceeds the carriers' obligations under CALEA.

4. Subject-initiated dialing and signaling information

This item of law enforcement's wish list involves the use of feature keys, flash
hook presses, and dialing of digit keys for various purposes following initial
establishment of the call ("cut-through"). Once again, these signals do not fit the
traditional concept of "call-identifying information". Furthermore, to the extent that they
have not previously been available through pen register intercepts, they constitute access
to additional information that Congress expressly stated it did not intend to provide in
CALEA. Thus, CALEA's legislative history clarifies that Congress did not intend to
require that these messages be added to the long;standing industry definition of "call-
identifying information".

SBC further opposes the inclusion of this feature in the industry standard on the

basis that it is not always reasonably available. Only if the subscriber action can be
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"read" within a CALEA-equipped switch, does the feature meet this standard. At this
time, it is unknown whether a signal of this nature can be incorporated into the switch by
manufacturers at a reasonable cost.
5. In-band and out-of-band signaling

In its arguments on this item, the DOJ/FBI again exceeds CALEA's definition of
"call-identifying information". Network-generated signals such as call waiting, ringing
or busy signals have nothing to do with origin, direction, destination or termination of a
call. In addition, these tones cannot be detected from the network or the originating or
terminating switches; thus, they are not reasonably available to carriers. In any event, to
the extent that these signals can be audibly detected over the target subscriber's line, they
constitute call content, and can be obtained through a properly authorized Title III
intercept. Certain types of in-band and out-of-band signaling constitute call content
information, including ISDN user-to-user signaling and ISDN D-channel packet data
transmission. If they cannot be audibly detected, they are neither call content nor call-
identifying information, and therefore are, not covered by CALEA.

6. Timing information

SBC continues to assert that timing of the delivery of call-identifying information
is a function of network and equipment design. The time "delay" is a matter of seconds.
Whether the information is available in 3 seconds or 30 seconds will make no difference
§vith regard to law enforcement's objective. To cite a kidnapping as an example of law
enforcement's need for this feature is ludicrous; a delay of seconds will have no impact
on law enforcement's ability to prevent or end the commission of such a crime. Despite
these scare tactics, the DOJ/FBI can point to no actual case in which the timing of a

carrier's delivery of call-identifying information has ever led to a crime that otherwise
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would have been prevented. More importantly, the fact is that timing of delivery of call-
identifying information is a function of network and equipment design, and thus law
enforcement is prohibited from dictating an arbitrary timing requirement by Section 103.

What is far more critical is the synchronization of timestamps within a switch
which would enable the accurate association of call content to call-identifying
information, rather than the actual delivery time. In discussions between the industry and
law enforcement, law enforcement has sought to impose unrealistic and unreasonable
timing requirements in the order of 100 milliseconds. Yet if this unnecessary standard
were achievable, a conclusion by no means certain, it would require the extensive and
costly redesigning of a carrier's timing and synchronization network.

Imposing strict demands of this nature could also lead to a loss of content. Some
manufacturers' designs using dial up CCC content channels result in a loss of content
entirely for the first few seconds of the transmission after which the delivery is
concurrent with the call. Despite this glaring deficiency, the DOJ/FBI was amenable to
this delivery because it is less costly. Yet, even under these circumstances, call
completion time for dialed-up CCCs are subject to the same statistical variations that
apply to any call completed within the public switched network. It is not possible due to
the characteristics of the network to assure law enforcement that this information can be
provided within 3 seconds, much less 100 milliseconds.

In addition, even if carriers were to attempt to employ this feature, timestamps for
content are not going to necessarily be synchronized across a network or with relation to
multiple network elements in the carrier's network or outside networks. The discrepancy
involved could easily exceed 3 seconds, and will most certainly exceed 100 milliseconds.

Additional complexities might be posed depending upon how law enforcement envisions
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the sequence of events which would occur with regard to two separate surveillances in
different parts of the country. To implement an accurate, nationwide synchronization of
all switches in order to provide these timestamps is clearly not reasonably available since
it would require a drastic, wholesale redesign of all carriers' networks. Achieving 100
milliseconds delivery as law enforcement requests may require the extensive and costly
redesign of a carrier's timing and synchronization network.
7. Surveillance status

These features have nothing to do with call-identifying information or the content
of communications. They merely verify that an intercept is operational, a function that is
adequately provided for in the interim standard. While CALEA requires that carriers
ensure their capability of intercepting communications and isolating call-identifying
information, CALEA does not require that carriers constantly confirm this to law
enforcement in real time. Test procedures already are available by which law
enforcement can perform this function in concert with carrier personnel. Again, the
DOIJ/FBI petition here seeks to dictate the manner in which the industry complies with
CALEA, which Congress expressly intended to leave to carriers.

8. Continuity check tone

The continuity check tone capability requested would require a carrier to place a
C-tone or dial tone on the call content channel (CCC) received by law enforcement until
a user of the facilities under surveillance initiates or receives a call, at which point the
tone would be turned off. CALEA does not require continuity tone capability. However,
while the DOJ/FBI has proposed a relatively complex surveillance status message with
regard to surveillance status, it may be possible that a simple continuity check tone on

call content channels could be employed to notify law enforcement when a surveillance is
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active. This method would avoid the need for human intervention to periodically check
the circuit manually. While SBC continues to assert that this capability is not required by
CALEA, the continuity check tone is a possible compromise approach which may be
more cost effective to implement than the surveillance status message.
9. Feature status

This technical capability would require a carrier to notify law enforcement when
specific subscription based calling services are added to or deleted from facilities under
surveillance. SBC agrees with the Commission that this capability is not required by
CALEA as call-identifying information. In order to provide this information in an
automated fashion at the time the subscriber submits a request would require the
reconfiguration of the carriers' customer services databases and other related software. It
is not "reasonably available" to mandate measures which would require the wholesale
redesign of the network simply to comply with law enforcement's preferences regarding
surveillance. While it is necessary for changes in the telephone number of the facilities to
be conveyed to law enforcement, this need is already being met through existing
administrative procedures.

10. Dialed digit extraction

This technical capability would require a carrier to provide law enforcement any
digits dialed by the subject after connecting to another carrier's service ("post-cut-through
digits"). Not all of the information involved is call-identifying information readily
available to the carrier. Credit card numbers and automated queuing system responses
are unrelated to call routing and completion. Moreover, the delivery of this information
would not protect the privacy of certain content communications, the interception of

which has not been lawfully authorized. A carrier simply has no means of segregating
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protected communications. The technology does not distinguish between post-cut-
through digits that are call-completion oriented and those which constitute call-content.

If law enforcement has Title III authorization, it has no need for dialed digit
extraction since it thereby has a CCC channel which enables it to receive all dialed digit
information. Thus, the implementation of this significantly expensive feature is
unwarranted.

With respect to these functions, law enforcement once again argues with the
industry over the manner in which delivery of call-identifying information will take
place. The DOJ/FBI argues that CALEA requires carriers to "employ the most efficient
and effective means of delivering authorized surveillance information to law
enforcement". SBC is unable to find any such requirement specified in CALEA; rather,
it is clear from the legislative history that Congress intended for the. determination of the
methods of CALEA compliance to be left to the industry.

V1. DISPOSITION OF J-STD-025

As discussed above, it remains SBC's position that J-STD-025 should be adopted,
without modification, as the final industry standard. However, should deficiencies be
found, the Commission should refer the standard back to Subcommittee TR45.2 of TIA
for revision. Whether such activity can be completed within 180 days will, of course,
depend upon the extent of the Commission's modifications.

However, the Commission is unduly optimistic when it concludes that the
industry can unquestionable comply with the June 30, 2000 deadline in relation to the
implementation of J-STD-025 core requirements. Preliminary data from two of SBC's
primary suppliers indicates that their initial CALEA partially-compliant products will not

be available until second quarter 2000. This provisioning will not allow for the extensive
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testing required to ensure the deployment is in compliance with the industry standard, nor
does it allow a sufficient period for the deployment across SBC's entire network. Due to
the number of switches which will be effected, SBC is concerned that nationwide
implementation by the June 30™ date is infeasible.

There is also some confusion as to what standard the carriers will be held on the
June 30, 2000 date. In paragraph 32 of the Further Notice, the Commission states that in
order to satisfy the safe harbor requirements of Section 107(a), carriers must comply with
whatever industry standard the Commission ultimately adopts in this proceeding. Yet, in
paragraph 133 of the Further Notice, the Commission states that carriers will be expected
to comply with the core requirements of J-STD-025 by the June 30, 2000 date. Will
compliance with the J-STD-025 core requirements by the June 30™ deadline allow
carriers to avail themselves of the "safe harbor" provision? If not, then the deadline

should be extended until compliance with the revised standard is achievable.

19 Comments of SBC Communications Inc.
CC Docket No. 97-213
December 14, 1998




VII. CONCLUSION

CALEA represents a compromise; the privacy rights of individuals balanced
against the desires of law enforcement to maintain surveillance capabilities in light of
evolving technology. The nine punch list item proposed by the DOJ/FBI for inclusion in
the technical assistance capabilities standard exceed the scope of CALEA's requirements
and, in effect, circumvent the careful balancing Congress intended to achieve with the
Act. For this reason, SBC strongly encourages the Commission to adopt J-STD-025 as
the appropriate industry standard without modification.

Respectfully submitted,

Roger K. Toppins

Hope Thurrott

One Bell Plaza, Room 3023
Dallas, Texas 75202
214-464-3620

Attorneys for
SBC Communications Inc. and its
Subsidiaries

December 14, 1998
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